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HNOAHEPXKKA OBPABOTKU JAHHBIX CEPBEPA XSS B KJIIACCAX MS DOM ITAPCEPOB
I[TNIAT®OPMBI .NET

B pamkax kiaccoB mpoctpaHcTBa MMEH System.Xml mmardopmbr .Net HWHKancyiampoBaH
MOUIHBIN amnmapar onepaunii Hag XML ganHbiMH, B 0CHOBE KOTOporo Jiexxut MS DOM mnapcep u
KJIacChl OOBEKTHOTO mpezcTaBieHus B pamkax DOM npepeBa XML naHHBIX 3K3eMIUIIpaMu
notoMkoB kiacca XmINode. [Toctpoenue nepeBa mpou3BOAUTCS €IMHOBPEMEHHO /i Bcero XML
JIOKYMEHTa, B KayecTBe (PM3MYECKOrO XPaHWIMIIA IMOJICPKUBAET TOJIBKO (ailyIoByI0 CHCTEMY,
TpeOyeT CYIIECTBEHHBIX BBIYMCIUTENbHBIX PECYPCOB H 711 JOKYMEHTOB OOJBILIOTO pa3Mepa MOXKET
HUMETh HENPUEMIIEMbIE BPEMEHHBIE XapaKTEPUCTUKU.

Cepgep xpanenus u oo6pabotku XML gannsix XSS ¢upmer OO0 «/lenoBbie Koncynbranmu,
CII6» obOecnieunBaeT MHOTOMOJb30BaTENbCKHUM JocTyn K XML naHHBIM, NOJAEPKUBAET ONEpalluu
CCBUIOK Mexay ayeMeHTamMu XML H0KyMEHTOB, KAIIMpYyeT aHHBIE M TO3BOJIIET paboTaTh ¢
JUHKOBAaHHBIMU 4YacTsMM XML JOKyYMEHTOB, MOATpy’kas HUX B K3II HTEPaTHUBHO IO Mepe
oOpamenusi. [Ipumenenue cepBepa XSS Mo3BOJISET CYIIECTBEHHO CHU3UTH TPEOOBAHUS K KIHEHTY
U pacmmpuTh obmactu npuMmeneHuss XML-npencraBnenus naHHbIX. [Ipum 3TOM HEoOX0IUMO
pemuThy mpobreMy MHoJAepkKKU cepBepa XSS B mTaTHBIX Kiaccax o0paboTrkun XML maHHBIX
tatgopmsl .Net.

Ha naHHBII MOMEHT HE CYIIECTBYET CPEACTB, CPaBHUMBIX IO MomHOCTH ¢ DOM wu
MOJJEPKUBAKOIIMNX BbIIIENEPEUUCIEHHbIE CBOKCTBA. B wactHOocT B XML HOTaumu onpenesneHsl
onepauuu nuHKoBKM XLink/XPointer, B pamkax KoTopbix noctpoenne XML nepeBa Bkirodaer
nouck XLink/XPointer u moctpoenue obmero XML nepeBa u3 HECKOIbKHX TOKyMeHTOB. Ho
CYLIECTBYIOIIME PEATU3ALINN TPOU3BOJIAT MOCTPOCHHUS OOIEro JOKYMEHTa €AMHOBPEMEHHO, YTO HE
MO3BOJISIET  COKpaTHTh BpeMs pa3bopa, a Ja€T BBIMIPBHIII TOJBKO B  BO3MOXHOCTH
MIEPEUCIIONb30BaHUSI TAHHBIX.

B nanHoMm mpoekte Obuia paspaboTaHa OuOIMOTEKa MOJAEPKKH cepBepa XSS B pamkax
ITaTHBIX KJIACCOB TpocTpaHcTBa System.Xml matdopms .Net (puc. 1).
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Puc. 1. CtpykTypa B3aumMoaeicTBHS

B ocHoBe peanuzanuu 1€XUT HAOOP KIaCCOB — MOTOMKOB CTaHJAPTHBIX KJIACCOB IIaTQOPMBI,
I1€ B paMKax METOAOB CTaHAapTHOro B3auMoxelcteud ¢ DOM  pepeBom peain3oBaHO
MOJIy4YE€HUE/COXPaHEHHUE JTAHHBIX C MCIOIb30BaHHEM 00BbEIMHEHHOTO MPOTOKOJIA HEMOCPEACTBEHHO
c/B XSS. To ectb MeToab! He paboTaoT ¢ XML HOKYyMEHTOM Kak €IMHBIM LIEJIbIM, a MOJArPYKatoT
€ro AJIEMEHTHI 110 Mepe oOpaleHusl. 3a CYeT TaKOro pelIeHus cpecTBaMu cepBepa XSS BO3MOXKHO
obecrieunTh paboOTy C OJHUM JIOKYMEHTaM HECKOJIbKMM IOJIb30BaTENsIM, a TaK K€ MOJIepKaTh
UTEPATUBHYIO MOATPY3KY YacTell 3JIEMEHTOB, YTO 3HAaYUTEIBHO COKpAIaeT BpeMsl Hadajia paboThl €
AOKYMCHTOM U BpPEMs €T0 COXPAHCHUS.

B nanubIii MOMEHT OMOMMOTEKa MOAAECPXKKH XSS B paMKax CTaHAApTHHIX KiaccoB .Net
HaxXoJqUTCA Ha CTaAUU KOMIUICKCHOI'O TCCTUPOBAHMA.



