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DEVELOPING THE MECHANISM OF QUALITATIVE RISK ASSESSMENT
IN STRATEGIC CONTROLLING
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A mechanism has been developed for assessing a company’s strategic risks and selecting
the risk factors on which the risk management actions of the company must be focused.
The risk factors are projections of the company’s internal and external environment which
create its competitive advantages but are exposed to the most dangerous threats. The
mechanism is an integral part of strategic risk controlling, the application of strategic
controlling to risk management, and was built as a set of interrelated procedures which
perform the selection of risk factors. The design of the mechanism is based on the
integration of strategic analysis of fthe company’s value chain and failure mode and effects
analysis (FMEA). This design, unlike that of the alternatives, allows maximum accounting
for the majority of links and correlations among strategic goals, projections and risks. The
paper elaborates on the main tasks and functions of strategic risk controlling and shows the
advantages of integration of value chain analysis and FMEA in a single risk assessment
mechanism. It works out the flow chart of the mechanism of assessment of the company's
strategic risks. It develops the procedure of calculation of FMEA’s risk scores (risk priority
numbers (RPNs)) for individual end-risks; at the level of each strategic perspective and at
the level of the entire strategy. It develops the procedure of selecting the optimal strategy
among the strategic alternatives using the Hurwicz minimax criterion in which strategy-level
PRNSs are utilized as the measures of risks. Finally, the paper works out the procedure for
choosing the risk factors among strategic perspectives and develops the key tool of this
procedure, the risk-factor positioning matrix. This matrix allows searching for the optimal
ways and tools of risk control. The mechanism allows increasing the efficiency of risk
management in strategic controlling and concentrating the management’s attention on the
company’s strategic factors which are exposed to the most dangerous risks.
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PA3BPABOTKA MEXAHU3MA KAYECTBEHHON OITEHKV PHUCKOB
B CTPATETUYECKOM KOHTPOJIJIMHTE

C.B. I'pyimysun

Cankr-IlerepOyprckuii moautexHuueckuii yausepcuret Ilerpa Benukoro,
Cankr-IlerepbOypr, Poccuiickas ®Denepariis

Pa3pa60TaH MCXaHM3M OLCHKHN CTPATCTUYCCKUX PUCKOB KOMIITaHMMU H 0T6opa (I)aKTO-
POB pHUCKa, HAa KOTOPLIX OTOJIKHbI OBITh COCPCAOTOYCHBI OCHOBHBIC YCUJIMA IO YIIPABJICHUIO
PUCKaMM B KOMIIaHUU. Ilon Q)aKTOpaMI/I pUCKaMu TOHUMAIOTCS TIPOCKIIMU BHEIIHEH M
BHYTPEHHEHN cpeabl KOMIIAaHUM, KOTOPBIE CO3MAI0OT €€ KOHKYPEHTHOE IPEUMYIIECTBO, HO
IpHU 5TOM IMOABEPraroTCA HanboJjiee omacHbIM yrposam. MexaHu3M SIBISIETCSI HEOThEMIIE-
MOV YacCThIO CTPATErMYe€CKOro PUCK-KOHTPOJUIMHIA, TPUIOXKEHUS CTPATETMYECKOTO KOH-
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TPOJUTMHTA K YIPABICHUIO PUCKAMU W TIPEACTaBJIsieT co00il HAOOp B3aMMOCBSI3aHHBIX Me-
TOAMK, OOECIeUYMBAIOIIUX TTOLIATOBBIN OTOOP (hakTOpoB pucka. OH MOCTPOEH C MOMOIIBIO
WHTETpaliii METO/Ia CTPAaTEerMuecKOoro aHaju3a ILIeTIOYKM IIEHHOCTEeW KOMIaHWW W MeTojaa
aHaaM3a BUOOB U IocaenctBuil otkazoB (FMEA). Takoit moaxon, B OTIMYME OT ajJbTepHa-
THUB, TIO3BOJIIET MAaKCUMAJIBHO YYeCTh CBA3WM M KOPPEISALMU MEXIY CTPATerMUeCKUMU Iie-
JISIMU, TIPOSKIUSIMA M pUCKaMK. PaccMOTpeHBI OCHOBHBIC 3a1ayu U (PYHKIIUM CTpaTerude-
CKOTO PUCK-KOHTPOJUIMHTA B KOMIIAaHWM, a TaKXKe MCCISIOBAHBI METOMBI aHAIN3a IEMOYKU
neHHocteit 1 FMEA 1 000CHOBaHbI TIpEMMYIIECTBA UX UHTErpallud B €IMHOM MEXaHU3Me
OlLIeHKU pucKoB. ITomroromieHa GJIOK-cxeMa MEXaHU3Ma OLEHKH CTPATeTMYeCKUX PHCKOB
KOMITAaHUM M 0TOOpa (hakTopoB pucka. B xome pa3paboTkm MexaHM3Ma BhIpaOOTaHa METO-
IMKa pacuéra ImoKasarejeil KpUTUIHOCTH IposiBieHus: puckoB (ITYP) kak mist oTmeabHBIX
PUCKOB, TaK U Ha ypOBHE KaXKAOW CTPATErMUecKOoil MpOeKIMHU, a Takke CTpaTeruu B Iie-
jgoMm. IlpemnoxeHa meToaumka BbIOOpa 0a30BOI CTpaTerdMy M3 MMEIOLIMXCS ajJbTepHaTUB C
TIOMOIIIbIO KPUTEPUS TeccuMu3Ma — ONTHMM3Ma [ypBHIla, B KOTOPOM B KauecTBE MeEpbI
pucka ucnonabsytorcs ITYP. Pazpaborana meTonuka orbopa ¢akToOpoB puUCKa U €€ KiIioue-
BOIi MHCTPYMEHT — MaTpulia MO3UIIMOHUPOBAHUSA (DAKTOPOB pHCKa, KOTopasi Takxke Io-
3BOJIIET ONPENEJNTh ONTHMAIbHBIE CIOCOOBI M WHCTPYMEHTHI KOHTPOJS Hal PUCKaMU.
MexaHM3M TMO3BOJISIET MOBBICUTh PE3YJIbTATUBHOCTb YIPABAEHUS] PUCKAMU B CTpaTeruye-
CKOM KOHTPOJUIMHTE M CKOHILEHTPUPOBAaTh BHUMaHNWe PYKOBOACTBa KOMIIAHUM Ha €€ CcTpa-

TErMYCCKUX IMPOCKUHUAX, IMOABECP>KCHHBIX HauboJjiee OIMacHbBIM yrposam.

KnoueBbie cioBa:

yIpaBJIecHHE pPHUCKaMU;

CTPATErMYeCKUM KOHTPOJUIMHT; PUCK-

KOHTPOJUTMHT; METOI aHaJM3a BUIOB W ITOCIEICTBUI MOTeHIHMATBHBIX AedekTtoB (FMEA);
METOJI aHaJIn3a IeNoYeK IIEHHOCTEH; OlleHKa CTPAaTeTMYeCKUX PUCKOB
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Introduction. Improving the framework and
tools of strategic risk management (SRM) is a
problem of today’s primary importance. This is due
to the growth of uncertainty, dynamics and
turbulence of the business environment [1, 6, 21].
The review of literature [2, 6, 7, 9, 16, 21] shows
that the effectiveness of SRM can be significantly
enhanced if the management focuses only on those
factors of competitiveness (FCs) which are the
exposed to the most dangerous threats (these FCs
are called risk factors (FRs)). One of the most
efficient approaches to selecting FRs is to apply the
mechanisms integrating the methods of strategic
analysis and the methods of risk assessment from
engineering science (e.g., failure mode and effects
analysis (FMEA)) [2, 15, 20]. For example, in [9],
Sutrisno et al. developed a mechanism which
integrated strength, weaknesses, opportunities and
threats analysis (SWOT) and FMEA. Howeyver, it
has a number of issues: it is static, it does not
account for the correlation between the strategic
goals and FRs and, more importantly, it does not
segregate the factors of success or failure from the
basic conditions of competitiveness. At the same
time, the analysis of Russian literature revealed that
even though there were a large number of papers
on SRM [15], only few of them applied the

integrated mechanisms described above.
Consequently, these few studies concentrated on
very narrow fields, e.g., assessment of risks in
research and development of new equipment,
quality management or qualitative risk assessment
of small investment projects [3—5, 15, 20].

The scope of the paper. The goal of this paper
is to develop a mechanism for assessing a
company’s strategic risks and for selecting the
FRs on which SRM’s activities will be focused.
The risk assessment with the mechanism is
qualitative because it is performed with
application of a discrete ordinary scale with 10
grades (see discussion below).

The mechanism integrates strategic analysis of
the company’s value chain (VC) and FMEA and is
an integral part of the company’s process of
primary strategic risk analysis. It is applied in
strategic risk controlling (SRC) which is the
application of methods of strategic controlling to
SRM [21]. The advantages of SRC over
«conventional» SRM are listed in [13]. Among
them, the most important advantages are flexibility
and efficiency. The suggested mechanism enhances
these qualities because it helps optimizing the
usage of the company’s management resources.
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Table 1

FMEA rating scale

Scale | Severity of losses (Y) Probability of occurrence (P) Probability of detection (C)
1 None Remote: failure is unlikely Almost certain
2 Very minor Low: very few failures Very high
3 Minor Low: relatively few failures High
4 Very low Moderately low: infrequent failures Moderately high
5 Low Moderate: occasional failures Moderate
6 Moderate Moderately high: frequent failures Low
7 High High: failures occur often Very low
8 Very high Very high: repeated failures Remote
9 Extremely high Extremely high: failures occur almost as often as not | Very remote
10 Dangerously high Dangerously high: failure is inevitable Absolute uncertainty

The company’s VC is the synergetic sum of
all of the company’s FCs; the primary purpose
of VC is to create competitive advantages for the
company [2, 21]. By FCs we understand the
important and interrelated business operations
(both internal and external) which, taken as a
system, create the products with the value for
the customers [21]. After performing the
strategic analysis of VC and relationships among
them, the managers understand which FCs
contribute to the company’s success, which FCs
are in line with those of the competitors; and
which FCs are the source of the company’s
strategic weaknesses [14]. In turn, FMEA is a
method of qualitative analysis aimed at early
detection and assessment of causes and effects of
risks. It is also applied as a tool for risk
remediation planning in complex systems [2]. By
using FMEA, managers can (1) identify the end-
risks in FCs and their causes; (2) evaluate the
potential losses from these risks; (3) assess if the
company’s control systems are able to timely
detect these risks; and (4) select the FRs to focus
on. In FMEA, the criticality of risks is assessed
by the risk priority numbers (RPNs). In turn,
each RPN is a multiplication of three sub-
ratings: the severity of potential losses from the
risk (Y); the probability of the risk’s occurrence
(P); and the probability of early detection of the
risk (C (Tab. 1).

We worked out a flow chart of the mechanism
(Fig. 1). It shows that the mechanism is an
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inherent part of the company’s business process of
primary analysis of its strategic risks. It consists of
the following key steps (highlighted in the flow
chart): (1) analysis of the company’s value chain
and selection of strategic perspectives defining the
company’s strategic success or failure; (2)
identification of end risks and their assessment
with FMEA; (3) selection of the master strategy
from the alternatives; and (4) selection of risk
factors from strategic perspectives on which the
activities in SRC will be focused on.

The inputs of the mechanism are alternative
strategies of the company [10, 11] which are
documented in the company’s strategic plan.
The key elements of the plan are:

a) The main strategic goal of the company
(MSG). This goal describes the company’s future
in the best possible way. To measure the level of
achievement of the MSG, a special control
indicator is developed, the indicator of main
strategic goal (SGI); for example, the economic
value added [6] or the net present value of
incremental cash flows [21];

b) Strategic goals (SGs) of FCs which are
necessary to achieve the MSG. To measure the
achievement of each SG, the sets of control
indicators (CIs) are developed [21];

¢) The targets for SGs and detailed plans of
achievement of each SG;

d) The strategic map. This is a diagram
documenting the complete system of SGs, FCs,
ClIs and the relationships between them [21].
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Fig 1. Flow chart of the mechanism of assessment of the company’s strategic risks
and selection of risk factors
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The first step of the mechanism (operation O0)
is to analyze the company’s VC and to classify all
FCs on the map as success factors, factors of basic
competitiveness and factors of failures. Factors of
success are the key drivers of the company’s
competitive  advantage.  Factors of  basic
competitiveness are the FCs whose Ilevels of
maturity coincide with those of the company’s
peers and sufficient to maintain the company’s
competitiveness against peers. Factors of failure are
the company’s weak links and/or the bottlenecks
which likely to be the source of the company’s
future troubles. The company’s management focus
must be on factors of success and factors of failure
(we called these FCs strategic perspectives (SPs)
because these FCs determine the company’s ability
to withstand the competition in long-term
perspective. Consequently, the operating risk
controlling (ORC), the operating arm of risk
controlling, should focus on factors of basic
competitiveness because they determine the
company’s competitiveness on a day-to-day basis
[21]. The above classification is performed by
methods of strategic benchmarking [21]. The
second step of the mechanism is to identify the
end-risks which can preclude the company from
achieving its strategic goals. At this step, the full list
of the end-risks impacting the SPs should be
developed. To identify the risks of external
environment, strategic analysis methods such as
STEP, STEEPLED or DRETS [10, 21], as well as
the method of blind spots are applied. Conversely,
to identify the internal end-risks, business process
analysis is applied [10, 21].

The next four steps of the mechanism consist
of qualitative assessment of the end-risks by
using FMEA (operations O1-0O4). The results of
this assessment are passed to the seventh step at
which the managers select the master strategy
out of strategic alternatives [10] (operation O5).
Finally, the managers evaluate the FCs of the
master strategy, select FRs (operation O6) and
identify the framework and tools of the risk
control and detection system.

Application of FMEA fto assess the end-risks.
The incoming information for these steps is:

a) The strategic plan and the list of SPs
chosen at step O0;

b) The set of end-risks emerging at the level

of each SP, R = {r,-j}, i is the number of the SP,
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I = 1,N; j is the number of the end-risk; and the
sets of CIs which are impacted by risks from the
set R. The sets of CIs form vectors Xj;

¢) The critical variance of SGI from the
target set in the strategic plan V<. Exceeding
this critical value means the failure of the
strategy,

d) The minimal possible variance of SGI
from the target (V™"). If the variance is below
V™in than it is considered non-material.

To perform all the procedures in the
mechanism, the team of the company’s experts
and specialists (the expert team) is formed.
Initially, the team defines and approves: (1) the
policies and procedures for decision making and
communication both inside the team and
between the team and decision makers (DMs);
(2) the sources of information for analysis; and
(3) methods of risk assessment (e.g., statistic,
analytical or expert methods) [16, 18, 20].

The evaluation of severity of losses (procedure
0OI). In the current setting, by the severity of
losses we understand the variance of Cls and
SGI from the strategic targets. The expert team,
in co-operation with the strategic management
teams, using the selected method of risk
assessment, estimates the variances of ClIs in
case of occurrence of ry. These variances form
the vectors of CI variances, VX. By using VX,
the team estimates the expected variance of SGI
from the strategic target as a result of occurrence
of each risk ;.

V] = SG; - SG,. (1)

V; is the expected variance of SGI from the

target

SG; is the expected value of SGI as a result
of occurrence of r;.

SGyis the target value of SGI.

Then the V; value is correlated with the
ranking of the deviation significance by the

FMEA scale (Tab. 1). The same analysis is
repeated for all r;; and all SPs.

ller < Vmin,

=
Y, = vi-vm 10 Q)
/. yer _ymin >
0§V >V,

i =



Assessment _of the probabilities of the
occurrence of individual risks (operation 02). The
expert team, in co-operation with the company’s
strategic planning units, assesses the probability
(p;) of occurrence of each risk r; by using the
selected method of analysis. In case of applying
statistical methods of data analysis, the team uses
the ratio of frequency of failures to the size of
the sample [21]. For new and/or emerging risks
(for which the data do not exist or are
unreliable), expert methods can be applied.
Examples of such methods include: the additive
multiplication model developed by Orlov [15,
19] or modifications of the Elmery method [10].
After the exert team assesses p;;, it determines the
corresponding rating of the probability of
occurrence by using formula 3 and the FMEA
scale (Tab. 1). This analysis is repeated for all
risks r; in all strategic perspectives.

Lif p; €[0;0.1),

P; =1 p; -10,if p; €[0.1;0.9], (3)
10,if p; € (0.9;1].

Assessment of probability of risk detection at
the level of SP (operation O3). The probability of
risk detection is a complex rating:

1.2
Cj = CCy - 4)

c; is the probability of detection of risk r;

c,; is the probability of early detection of risk

by existing control tools;

c,]z- is the adjusting coefficient taking into

account the cost of detection system.

By early risk detection we understand that
the time period between the moment of
detection of the first signals about the risk’s
occurrence and the end of the risk’s remediation
must not exceed the time period during which
the risk is fully realized. In the opposite case

c}j =0. To evaluate cl;., if past empirical data is

sufficient, the expert team can use the ratio of
the frequency of prevented risks to the total
number of risks occurred. However, if the risk is
new or emerging and empirical data are not

reliable, then c}j can be assessed by expert
methods and/or with the analogy method. In

turn, we suggest using the indicator of the risk
detection capability of the company’s control

S.V. Grishunin, DOI: 10.18721/JE.10206>

system as a proxy for the adjusting coefficient

c; The detailed formula and an example of

calculating this coefficient are presented in [21].

After the expert team assesses ¢;, it identifies
the corresponding rating of the probability of risk
detection (by the FMEA scale (Tab. 1)).
Formula (5) is applied:

Lif (1-¢;)€[0;0.1),
Cy =1{c; -10,if (1-¢;) €[0.1;09],  (5)
10,if (1-¢;) € (0.9;1].

The same analysis is repeated for all risks
in all strategic perspectives.

Calculation of risk priority numbers at different
levels of the company operation O4). The RPN for
each risks r; (RPNj) is calculated by the
following expression:

RPN, =Y, P,C; . (6)

The expert team determines and approves
with the DMs the following boundaries: (1) the

materiality level RPN/"™ below which the risk r;

can be considered non-material; and (2) the risk
RPN, the

quantity of risk r; which the company is ready to
accept. The DMs can decide to set unified levels
of materiality and risk appetite for all risks from
the set R. In this case, the expert team operates
by only two boundaries: RPN™" and RPN'™.

To calculate the consolidated RPNs at the
level of each SP, the correlation between the
risks from the set R should be considered. We
recommend to estimate these correlations by
using the expert methods [9]. However, it is
possible to apply the statistic methods in this
case if the company has the sufficient pool of
data to evaluate these correlations [15]. Let us
define the matrix of pair correlation between the
risks at the level of strategic perspective with the
number i.

appetite describing maximum

i i
~ 4y o iy

Ai=| ¢ . 7

i i

Ay " Aum

i

a, is

between risks j (j € [, M]) and m (m €[l, M])

the pair correlation coefficient
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| -
aj.m =70.3 if weak positive or negative RPN{"i"
correlation exists between risks j and m; . — . RPN™Mn
; . . . . RPN™ = TPN™ B; TPN™" = 21 (13)
@, = F0.6 if medium positive or negative
correlation exists between risks j and m; RPN ™
@, =F0.9 if strong positive or negative
ra
correlation exists between risks j and m; RPN,
i _ . . . —_— — ra
a, =0 if there is no correlation between RPN™ = TPN™ B; TPN™ = RPN, . (14)
risks j and m
RPN, RPNy
v _ | RPN, . . .
Let us denote PN, = as a vector of To estimate the risk exposures of each strategic
RPN, alternative, the members of the expert team

RPN for the risks r; at the level of SP with the
number i. The consolidated RPN at the level of
SP with the number i (RPN,) equals:

RPN, = PN, 4, . (8)

The materiality level and the risk appetite at
the level of SP with the number i are calculated
by using the following expressions:

RPN

RPN = PN 4 PN <| RPVE | (o)
RPN
RPN

RPN = PN 45 PN =| RENE | (10
RPN,

To calculate the RPN for the strategic
alternative as a whole, we define the matrix of
pair correlation between the SPs. The same rules
as in (7) are applied to define the correlation
coefficients b

(B b
B=|: " (11)
by - by

The RPN at the Ilevel of the strategic
alternative is calculated by using the following
formulas:

RPN,

—— | RPN. N

TPN = 21: RPN =TPNB; (12)
RPN,
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compare the strategic alternative’s RPN with the
risk appetite RPN™®. If RPN < RPN, then the
strategic alternative is qualified in the list from
which the master strategy will be then selected. If
RPN > RPN’ than this strategic alterative is
either rejected or returned for reworking in the

strategic planning department. If RPN < RPN'™,
but the strategic alternative contains one or several
SPs for which RPN, > RPN, the following

i
options are possible: (1) to accept this strategy for
further consideration but, if it were selected as a
master strategy, to develop and implement for it
the reinforced methods of control in those SPs

where RPN, > RPN/*; or (2) to return the

i

strategy for reworking.

The sixth step of the mechanism is to select the
master strategy from the set of strategic
alternatives. We suggest using the Hurwicz
minimax [12] for this purpose. In combination
with RPNs for each strategic alternative, this
criterion can be written as:

max {Cer}ze[l’Z] =
RPN RPN (15)
=max ESGP +11- = \SGY .
1000 1000 «[1.2]

CrG, is the value of the Hurwicz criterion
for the z-th alternative strategy

RPN, is the risk priority number for the z-th
alternative strategy

Z is the total number of analyzed alternative
strategies

R, is the set of end-risks for the strategic
alternative z
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SGI* is the value of SGI for the alternative

z, if all the risks are from the set R,
SG!" is the value of SGI in risk-free

environment
To choose the master strategy, the expert
team, together with the strategic planning unit,

develops scenarios and calculates SG/** and
SGnr.

Z b
alternative from the set Z. In the next step, the
expert team finds the strategic alternative s from
Z alternatives with the maximum value of CrG,.
This strategic alternative is presented to the DMs
for review and approval as the master strategy.

Selecting the risk factors (FRs) from the SPs of
the master strategy (operation 06). At the first step,
the expert team, compares RPN, for each SP;
ie[l,N] with RPN™. If RPN, < RPN™",
then SP, is excluded from future consideration.
Conversely, SP; for which RPN; > RPN™™ should
be selected as FR. Let us denote the set of FRs as
F. At the second step, the expert team decides
upon (1) to split the responsibility for managing
each FR from F between operating and strategic
risk-controlling (ORS and SRC); (2) to define the
framework of the control system over risks for each
FR and to choose the most suitable control tools.
To assist in solving these tasks, we have developed
the matrix of risk factor positioning (Tab. 2). This
tool is based on the matrix developed by Lambin
[17]. Before working with the matrix, the expert

and then calculates CrG, for each strategic

team subjectively determines the qualitative scale
(high or low) of the ratings comprising the RPN
(the ratings Y, P and X) for each FR from the set
F, and gets it approved by the DMs.

Area 1 is an area of retrospective controls or
area of minimal hazard. The probability of risk
occurrence in this area is low; for the FRs
qualified into this area, only feedback controls of
ORC are employed. These controls compare the
actual performance of strategic goals to the
targets set in the strategic plans after the end of
the covered period in order to detect variances.

Area 2 is an area of reduced operating
controls. Risks are still low in this area while the
ability to control the risks is high. Therefore, for
the FRs qualified into this area, it is sufficient to
use only two types of ORC controls [21]: (1)
preliminary controls (to reveal the potential
variances from targets before the business processes
in FR have started); and (2) feedback controls.

Area 3 is an area of plausible strategic
hypothesis. For the FRs qualified into this area,
two types of controls are used. Firstly, they are
the preliminary controls from the SRC arsenal
and employed for selection of the most plausible
strategic scenario [21]. Secondly, they are ORC
feedback controls.

Area 4 is an area of full operating control. The
probability of risk detection is higher in this area
than that in area 3 which implies more through
control. For the FRs qualified into this area, we
suggest using (a) the SRC preliminary controls;
and (b) all types of controls from the ORC arsenal.

Table 2
Matrix of risk factor positioning
Value of FMEA components (ratings)
No Name of the positioning area Responsibility
Y P C
1 low low low Area of retrospective control ORC
2 low low high Area of reduced operating control | ORC
3 low high low Area of plausible strategic hypothesis | Combination of ORC and SRC
4 low high high Area of full operating control Combination of ORC and SRC
5 high low low Area of rare dangerous events SRC
6 high low high Area of reduced strategic control SRC
7 high high low Area of full strategic control SRC
8 high high high Area of strategic vulnerability SRC
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Area 5 is a zone of rare hazardous events (or
“plack swans” [6]). These events can lead to
significant deviations from the strategic targets,
but are quite rare and come unexpectedly. The
possible control strategies for these FRs are [21]:
(a) to ensure (transfer) the risks to third parties;
(b) to build the reserves to mitigate the potential
losses; (c) to use contingency planning; (d) to
use the simplified SRC controls (concurrent and
signaling); or (e) to localize the business exposed
to these risks in the project company.

Area 6 is a zone of reduced strategic control.
Unlike area 5, the probability of risk detection is
much higher in this area. We suggest using here
(a) SRC preliminary controls; (b) SRC controls
by weak signals (with the goal to detect the risk
probability as precisely as economically possible);
and (b) SRC feedback controls. We also suggest
using here the same control strategies as those in
area 5 (maintenance of reserves, contingency
planning, localization of business units, etc.).

Area 7 is an area of full strategic control.
Risks in this area are the most dangerous; but the
probability of detection of these risks is also high.
We suggest employing here all types of controls
from the SRC arsenal [21]. Consequently, we
suggest considering contingency planning and
reserve maintenance.

Lastly, area 8 is a zone of strategic
vulnerability [21]. These FRs are exposed to the
most dangerous threats which are almost
impossible to detect, but, at the same time, these
areas are also the sources of maximum
competitive advantages. The main strategies here
are to localize such FRs or to transfer the risks.
It is possible to use simplified control models by
weak signals from the SRC arsenal for the
maximum possible reduction of risks [21].

The results of the study. In this paper, we
developed a mechanism of assessment of the
company’s strategic risks and selection of the risk
factors on which the risk management activities
should be focused. To build this mechanism, we
integrate the method of strategic analysis of the
company’s value chain and FMEA. The
mechanism is the integral part of the company’s
SRC system and it is embedded into the process
of primary analysis of the company’s strategic
risks. The mechanism is designed as a set of
interrelated procedures which provided step-by-
step selection of FRs. In particular:
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1. We analyzed the possibility of integrating
the strategic analysis of VC and FMEA in one
mechanism of assessment of the enterprise’s
strategic risks and considered the advantages and
disadvantages of such integration,;

2. We developed the flow chart of the
mechanism and described its main steps. These
steps include: (1) analysis of the company’s VC
to select the SPs which determine the company’s
strategic success or failure; (2) identifying the
end-risks and performing their qualitative
assessment by FMEA; (3) selection of the
company’s master strategy among the strategic
alternatives; and (4) selection of the FRs from
the SPs as well as the identification of the most
suitable methods and tools to control the risks in
the selected FRs.

While working out the mechanism, we
developed the following procedures and
instruments:

1. The procedure of calculation of the RPNs
and their components for assessment of (a)
individual end-risks; (b) consolidated risk
exposures at the Ilevel of SPs: and (c)
consolidated exposures at the level of each
strategic alternative;

2. The procedure of the company’s master
strategy selection from strategic alternatives. That
procedure employed the Hurwicz minimax
criterion, in which we used consolidated RPNs
of alternative strategies;

3. The procedure of selecting the FRs from
the set of SPs. That procedure compared the
consolidated RPNs at the level of SPs to the
predetermined risk thresholds.

4. The matrix of SP positioning employed for
selecting the methods and tools of control over
end-risks.

Conclusion. The developed mechanism of
assessment of the company’s strategic risks and
the selection of risk factors aimed at focusing the
risk management activities in the SRC only on
those factors of competitiveness of the company
which are exposed to the most dangerous threats.
The usage of that mechanism would increase the
efficiency of risk management and improve the
utilization of the company’s management
resources. The mechanism integrated the
strategic analysis of the company’s value chain
and FMEA and, unlike the other approaches
such as integration of SWOT and FMEA,



allowed taking into account all correlations and
links among strategic goals, strategic risks and
factors of competitiveness. Unlike other studies
on this topic, which were often very descriptive,
we have developed the detailed procedures
aimed at (1) assessing the risk exposures of FCs;

S.V. Grishunin, DOI: 10.18721/JE.10206>

(2) selection of the company’s master strategy
which is balanced between the company’s
competitive advantages and risks in the best
possible way; and (3) selection of the most
efficient methods and tools of strategic controls
to employ in the selected FRs.
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